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n newsroom

October 12, 2018

An Update on the Security Issue

We now know that fewer people were impacted than we originally thought. Of the 50
million people whose access tokens we believed were affected, about 30 million actually
had their tokens stolen. Here’s how it happened:

First, the attackers already controlled a set of accounts, which were connected to
Facebook friends. They used an automated technique to move from account to account
so they could steal the access tokens of those friends, and for friends of those friends,
and so on, totaling about 400,000 people. In the process, however, this technique
automatically loaded those accounts’ Facebook profiles, mirroring what these 400,000
people would have seen when looking at their own profiles. That includes posts on their
timelines, their lists of friends, Groups they are members of, and the names of recent
Messenger conversations. Message content was not available to the attackers, with one
exception. If a person in this group was a Page admin whose Page had received a message
from someone on Facebook, the content of that message was available to the attackers.

The attackers used a portion of these 400,000 people’s lists of friends to steal access
tokens for about 30 million people. For 15 million people, attackers accessed two sets of
information - name and contact details (phone number, email, or both, depending on
what people had on their profiles). For 14 million people, the attackers accessed the
same two sets of information, as well as other details people had on their profiles. This
included username, gender, locale/language, relationship status, religion, hometown, self-
reported current city, birthdate, device types used to access Facebook, education, work,
the last 10 places they checked into or were tagged in, website, people or Pages they
follow, and the 15 most recent searches. For 1 million people, the attackers did not access
any information.

https://newsroom.fb.com/news/2018/10/update-on-security-issue/ 11
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Politics

Patrick Wintour,
political editor

Wed 21 Nov 2007
09.23 GMT

<
fvgsz

Lost in the post - 25 million at risk after
data discs go missing

- Mass fraud fear as personal details of 7m families mislaid
- Inland Revenue chief resigns following 'substantial failure’
- Tories claim blunder is 'nail in coffin' of ID cards scheme

The government was forced to admit the most fundamental breach of faith
between the state and citizen yesterday when it disclosed that the personal
records of 25 million individuals, including their dates of birth, addresses,
bank accounts and national insurance numbers had been lost in the post,
opening up the threat of mass identity fraud and theft from personal bank
accounts.

MPs gasped when the chancellor, Alistair Darling, told the Commons that
discs containing personal details from 7.25 million families claiming child
benefit had been lost. They went missing in the internal post after a junior
official at HM Revenue & Customs in Washington, Tyne and Wear, breached
all government security rules by sending them by courier to the National
Audit Office in London.

https://www.theguardian.com/politics/2007/nov/21/immigrationpolicy.economy3
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The world’s largest DDoS attack
took GitHub offline for fewer
than 10 minutes

Jon Russell ni nont

ALL BORDER Bits per Second

-

Wed, 28 Feb 2018 17:28:00 CMT
Inbound Bits: 1.35T

!
16:30 17:0( 17:30 18:00 18:3( 19:00

https://techcrunch.com/2018/03/02/the-worlds-largest-ddos-attack-took-github-offline-for-less-than-tens-minutes/
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nssia 1 1w 5 Usaindunasnitiia DDOS ATTACK

O July 4, 2015

@ Cloud and Systems, Imperva, Internet of Things, IT Knowledge, IT Trends and Updates, Products, Security,
Threats Update, Web Security

® IMPERW

F1EUABANAIMULY DDoS Uszanlasunan 21 2015 Tas Incapsula* g lwusnis lwagunisiasnunis
Tandiuuy DDoS ruvnwas lan 52y Usandlna@aauey 1 Tu 5 Usananiudunuiiazaanis landuuy
DDoS 1 lan InsauvaidsamaAdu Toauin anigawsni uazusda

https://www.techtalkthai.com/thailand-is-one-of-the-five-ddos-attack-sources-in-q2-2015/
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wann1sa1u Information Security

. TvisnnA155 (Confidentiality)
e INANITLYID
. ANLEUAYI (Integrity)

o« IUHDULAN ONADN ATUNIU
. {loianasnig (Availabilitiy)
Products ( technology, hardware, software, etc)
o %%—ﬁqq%m-aq Process (planning, negotiation,monitoring, auditing, etc)

]
:
=

People ( policy, politics, rules, culture, risks, rewards, innovation, etc )

« MYALAUIN (MNAND)
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General Data Policy Regulation (GDPR)

¢+ NNVNLANATINYDYAFIULAARYDIFUATN
¢)151 (Reguation(EU) 2016/679)

. unuM Directive 95/46/EC nasniiiall 2538
¢ UWARTUSLINADDNNNVNILUDIAILD
. lungrnigie 27 wesu 2559
o« ANatNAUlY 25 waunnan 2561
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dsztAaunu1aula: nisueauly

. USENUSauMLHLUNGaNUFTRRNNgUNY Ing
- Usznaufan1sluswaanang
. uaRUALazUI s U2 sdayauArataglus1wa1UNTnT TN
HN1IT19528UNIa luARIN
. Anaunffinssuuaadnvesdayaunnaniindulusizaiuning
. USENUSavvnsuNdasUfifnn GDPR
« establishment of a controller or a processor in the Union

- the offering of goods or services, irrespective of whether a
payment of the data subject is required, to such data subjects
In the Union

- the monitoring of their behaviour as far as their behaviour
takes place within the Union
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dsziaunuisaula:dau (1)

. 2ayadIuuAAa (personal data)

“Yoyadiuyana” Mangmud tedainelfivyanadainliamnsnssy
AnatulalilmInTmsen1wey wilisiufsleyavewnunnIsulaeeny

‘personal data’ means any information relating to an identified or identifiable
natural person (‘data subject’); an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference to an identifier such as a
name, an identification number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental, economic, cultural

or social identity of that natural person;
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« WAYUANYIBYARIULAAR (controller)

“WAruaNlayaduyAna” MINEMNI yananIeliiyanadaiisnunavitni
sadulaiieaiumainuiusn 19 vialawe toyadiuynna

‘controller’ means the natural or legal person, public authority, agency or other
body which, alone or jointly with others, determines the purposes and means of
the processing of personal data; where the purposes and means of such
processing are determined by Union or Member State law, the controller or the
specific criteria for its nomination may be provided for by Union or Member State

law:
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 HUsTHIANATBNAFIULAAR (processor)

“WUizinanateyaduyAna” MINEANI YaRanIeliiyAnaTIniiunIg
Weatun1siiuTIuTn 1 vislangtayadiuyananuadmieluuiuvesimuautoya
dwyana il yapavseliiyanadedntumsdananiliidudnivauteyadiuynna

‘processor’ means a natural or legal person, public authority, agency or other body
which processes personal data on behalf of the controller;
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« processing 1N GDPR

‘processing’ means any operation or set of operations which is performed on personal data
or on sets of personal data, whether or not by automated means, such as collection,
recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction;

¢ consent AU AINNEULDU

‘consent’ of the data subject means any freely given, specific, informed and unambiguous
indication of the data subject’s wishes by which he or she, by a statement or by a clear

affirmative action, signifies agreement to the processing of personal data relating to him or
her;

TUNI9PBANNTULDNINNLINVDIVDYIFIUYAAR WAIUANYDYIEIUYAAN ADNLININUSY
MAYINTITAUIIVIN 17 viFoanedayadiuuAaalale LazN13U8ANNEULDNUUADN

daau uazluidunisvaananviailivasdayadiuuanatdnlane luinglscasans
N8N
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« NF1BUVBNA (W16 28)

1uﬂsmﬂNmuﬂmauaa':nuUﬂﬂammaTawauamuumalﬂm
ANUsZINd ﬂi“Lﬂﬂﬂﬂ’]EWI’NW;‘?JENﬂﬂ’]’i’i“?‘i’)’]ﬁﬂ’i%ﬂﬂﬂ’iﬂﬁ'ﬂaﬂa
SINYAARADIHNINTIIU NTANATDILBYAEIUYAARTNILNEIND

. Transfer (Article 44)

Any transfer of personal data which are undergoing processing or
are intended for processing after transfer to a third country or to an
international organisation shall take place only if, subject to the
other provisions of this Regulation, the conditions laid down in this
Chapter are complied with by the controller and processor,
including for onward transfers of personal data from the third
country or an international organisation to another third country or
to another international organisation. 2All provisions in this Chapter
shall be applied in order to ensure that the level of protection of

natural persons guaranteed by this Regulation is not undermined. -
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nsalAni domain name Ay GDPR (1)

Internet overseer ICANN loses a THIRD
time in Whois GDPR legal war

US org told by German court its delusional claims in
privacy rules battle are not credible

By Kieren McCarthy in San Francisco 7 Aug 2018 at 07:03 87() SHAREY

In short: EPAG wanted to sell domain names without collecting the

domain owners' administrative and technical contact details because it

feared doing so would put it at risk of ruinous fines if it ran afoul of

Europe's General Data Protection Regulation (GDPR). However, its

registrar contract with ICANN requires it to collect this information for the
latter's global Whois system. To force it to comply with its contract, and to

hell with GDPR, ICANN took EPAG to court in May, seeking an order

banning the registrar from peddling domain names if it refused to gather

data for Whois.

But the passing of Europe's GDPR, which allows European citizens to
sue organizations that don't minimize their gathering of personal data or
allow people to control how that data is used, turned that situation on its
head. Faced with potentially millions of dollars in fines, many internet
domain outfits simply refused to follow ICANN's contract, arguing that
some of its requirements are illegal.

https://www.theregister.co.uk/2018/08/07/icann_whois_gdpr/ 58
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Article 5 of the GDPR
“Principles relating to processing of personal data”

for specified, explicit and legitimate purposes and
not further processed in a manner that is incompatible with those purposes

adequate, relevant and limited to what is necessary
in relation to the purposes for which they are processed
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European Parliament calls for suspension of
EU to U.S. data transfers under the Privacy
Shield

On 5 July 2018, the European Parliament demanded in a resolution that the European Com-
mission suspends its EU-U.S. Privacy Shield unless the U.S. administration introduces ade-
quate data protection safeguards by 1 September 2018. The Privacy Shield agreement is
aimed at facilitating data transfers of EU personal data to the United States. The non-binding
resolution was passed 303 to 223 votes, with 29 abstentions, and calls on the European
Commission to suspend the data-sharing deal unless the United States is fully compliant by

By Cynthia O'Donoghue and Karen Lee Lust on 11 July 2018

Posted in Global Data Transfers, Privacy & Data Protection

September 1.
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France fines Google €50m in test for EU’s new
data laws

Watchdog finds US tech giant guilty of breaking Brussels privacy regulations

Aliya Ram in London and Mehreen Khan in Brussels JANUARY 21, 2019 363 =

Google has become the first US tech giant to be fined under the EU’s new
privacy rules, after it was slapped with a €50m penalty for failing to be
transparent about how it uses data and not having a legal basis for
personalising ads.

France’s data protection office, CNIL, found the US search engine guilty of
breaking the General Data Protection Regulation on Monday in a decision that
will heighten concerns among other tech companies, data brokers, credit
reference agencies and advertising groups facing similar complaints under
GDPR.

The regulator said Google’s users are not able to fully understand how the
company uses data because its disclosures are too “generic and vague” and
spread across lots of different screens and documents.

https://www.ft.com/content/e341f482-1d92-11e9-b126-46fc3ad87c65
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